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Abstract—Cryptographic protocols are secure due to applica- security protocol: they guarantee that the protocol aings ar
tion of security services. The security services applied fatheir  achieved. Their purpose can be easily defined even in the most

protection can be classified into the three groups: hgrd, sofand complicated cases. However, how to obtain such a purpose, is
extended. Among the extended ones, we can point out to the ' ’
not an easy task.

availability of the goal of the security protocol, which guaantees ) . L .
that protocols aims are achieved. In the real-time protocat as ~ One of the important problems is establishing an apprapriat
the video conference, the goal is both secure data transmies level of security information, represented by securityses

and good signal quality. When one of the goals is not ensured, jn a given protocol. Traditionally, the aim is to provide
the availability of the goal of the protocol is not guaranteel and the strongest possible security. However, the use of strong

the cryptographic protocol can not be realized. In this article we hani deteriorate th f f devi
present the methodology of obtaining the balance between ¢h mechanisms may deteriorate the periormance of a device

quality of the signal in real-time systems and accomplishme  With limited resources and pave the way for new threats,
of the required security services. Finally, the case studyfovideo such as, resource exhaustion. In the end, it decreasesnsyste
conference secured by VPN connections, is presented. efficiency, availability and introduces redundancy. Amoth
effect of overestimated security mechanisms is increatsiag
system complexity, which later influences implementatién o
Nowadays advanced teleinformatic technologies provide asgiven project and imposes restrictions that decrease thei
with a wide range of possibilities for the development diunctionality. The adequate solution in such cases is the
industry institutions and public services. Emphasis is grut introduction of an adaptable (or scalable) security model f
the development of well-available, mobile informatiomgees the protocols, which can change the security level dependin
called, e-anything, like e-government, e-money, and éipgn on particular conditions that take place at a certain moment
Implementation of these services refers to a choice of prond in given external conditions.
level of security information exchanged between parties of For real-time services, like secure video conferences or
protocols [2]. The security services applied for their pation secure VolIP, the situation is much more complicated. The
can be classified into three groups. The first one can Beal of the protocol is, both secure transmission of the data
namedhard security services and it contains: confidentialitypackages and ensuring good quality of the voice delivered
integrity, authenticity, non-repudiation, identificatigauthen- into the listener’s ear. This involves a proper balance ef th
tication, authorization), access control or secure datege. security level of the security services applied to obtausigy
The hard security services are accomplished by cryptogzapand their performance.
algorithms that are mathematically justified security $0ol In the literature the security adaptable models are intro-
hard to break by an attacker. The second group contaifts duced as the Quality of Protection (QoP) models [1], [4]-
security services, including among others: privilegeghts) [7]. QoP models allow calculation for different versions of
management, accountability, public trust (authoritigslist the protocol which protect the transmitted data on differen
and reputation, audit, reliability. Such security sersicge security levels. S.Lindskog and E.Jonsson tried to extend
usually put into practice by registering events, collegtifata security layers in a few Quality of Service (QoS) architeesu
about users’ behaviour, organizing security infrastrrestand  [4]. Unfortunately, the descriptions of the methods ardtbih
building the emergency infrastructure. They do not guamntto the confidentiality of the data and are based on different
complete security of protocols but help avoiding threatd aronfigurations of the cryptographic modules. C.S. Ong et al.
detecting abuses. The third group can be calledetttended in [6] present QoP mechanisms, which define security levels
security services and it contains the availability sersicedepending on security parameters. These parameters are: a
availability (of data), availability (of a service, the &ss), key length, the block length and contents of an encrypted
availability (of the goal of the security protocol). Thewees block of data. P.Schneck and K.Schwan [5] proposed an
of this group are essential for proper functioning of the lghoadaptable protocol concentrating on the authentication. B

I. INTRODUCTION



means of this protocol, one can change the version of the the following subsections we describe these elements.
authentication protocol which finally changes the parameteevery protocol is divided into subprotocols and, withingbe

of the asymmetric and symmetric ciphers. Y.Sun and A.Kumaubprotocols, steps. The main parameters listed in thisosec
[7] created QoP models based on the vulnerability analysiee computed for each service in each step. The calculation i
which is represented by the attack trees. The leaves of thade by means of formula 6 introduced in Section 2.4.
trees are described by means of the special metrics of slecur'l\ Th tection level

These metrics are used for describing individual charesties ™ e protection levell)

of the attack. Unfortunately, the majority of the QoP models Security services are accomplished by security mechanisms
can be recognized only for the three main security servicé#ld every service can be accomplished in different ways.
confidentiality, integrity and authentication. In the algi[1] Security mechanisms have attribufe”, where X is the
B.Ksiezopolski and Z.Kotulski introduced mechanisms fotbbreviation of the security service addis the number of
adaptab|e Security which can be used for all the Securﬁﬁcurity mechanism. These are the protection Ievels, which
services. In Section 2 we briefly present the model, whi@€e defined in percent and describe their contribution of the
B.Ksiezopolski and Z.Kotulski introduce in [1]. protection of a particular service to the global protectmvrel.

In this article we are going to propose the methodologlhe global protection level for a specific service is estedat
which provides possibility to obtain balance between thccording to formula 1. In Table 1 the security services and
accomplishment of security services and the quality of tfiee security mechanisms, with appropridié ™ values, for
cryptographic protocol, which realize the service. We fexli the TLS Handshake protocol are presented.
on the service named availability of the goal of the security VN
protocol. The accomplishment of this service is especially X — Z XY 1)
important in the real-time services where delays are not
allowed. We prepared the analysis by means of the SeCLﬁ ]
rity Protocol Optimization Tool (SPOT) [15], the applicai where:
whose the main function is the management of the secugﬁ
level of the exchanged data in the cryptographic protoco|
This tool used the adaptable model [1] which introduces ti{\é
Quality of Protection for security services guaranteedhia t
cryptographic protocol. The SPOT can be realized in tfg The probability of an incident occurrenc®)
"user mode” in which the application visualizes the adalgtab
model. In this mode the experts can analyze the cryptogmapl:g
protocol and optimize its security according to the indiad
requirements. In the article, we analyzed the video confare
secured by the VPN connection as the example of real-ti
service. Finally, we presented the case study of secured Vﬁ{\éc
video conference where we checked how the signal quality
depends on the guaranteed protection level.

We have organized the paper as follows: Sections 2 and
presents briefly the adaptable model of the security [1] Aed t
SPOT application [15]. In section 4 we used the methodoloc¢
briefly described in sections 2 and 3 which introduce the Q¢
for the secured video conference. In section 5 the case sfud:
the secured video conference is presented. Finally, inosect
6 we comment on the results and present the conclusions.

Y=1

is the abbreviation of the security service;
is the number of security mechanism;
is the number of selected security mechanisms.

The details about the used security mechanisms are
presented by the graphs. In Fig. 1 we can see the
components graph for the integrity service and in Fig. 2 for
the confidentiality service. Selection of the leaves refers
selection of the particular configuration of the segurit
hanisms which will be used in the protocohtegrity

Il. M ODEL OF ADAPTABLE SECURITY

In this section we are going to describe briefly the mod
of the adaptable security which is described in the follavin
article [1]. The security level of an electronic processetefs Fig. 1. The components graph for security service: intggrit
on several factors. This level can be modified by the choice
of security elements applied in a protection system. In thg checkum MAC
adaptable model [1] analytical expression is proposed fo{ 1key management
calculating the security level; its numerical value is adtin 1 ;.1 1 cryptographic modules (min. level 2) (Lz=80%, LK=70%, LRs8, C=0.05,

of the three primary parameters: M=0.01)
1) L - the protection level; 1.1.1.2Cryptographic modules (min. level 3) (LZ=80%, LK=80%, LF29, C=0.05,
2) P - the probability of an incident occurrence; M=0.02)

3) w - the impact of a successful attack. 1.1.2Ports and interfaces of cryptographic modules



TABLE |
SECURITY SERVICES AND SECURITY ELEMENTS THAT REALIZE THEM INTLS HANDSHAKE

Security mechanisms
1 2 3 4 5
Integrity of data (I) HMAC codes | Advanced keys| Increase keys length Audit L% =
LT = 60% management LT3 = 20% 10%
) L2 =10%
SECUI’Ity Confidentiality of data | Encryption Advanced keys| Increase keys length
. Cc1_ Cc3 _
services © LYt =60% n;ggagelrgg:t L% =30%
Authentication of parties | Digital signatures| Advanced keys| Advanced Increase Audit
of protocol (Au) LAvl = 50% management certificates keys length| LA“5 =5%
LAY2 = 10% management LAu4 =
LAY = 10% 25%

1.1.2.1Cryptographic modules (min. level 2) (LZ=70%, LK=50%, LF98)
1.1.2.2Cryptographic modules (min. level 3) (LZ=70%, LK=70%, LF98)

1.1.3 Specification of cryptographic modules

1.1.3.1Cryptographic modules (min. level 2) (LZ=70%, LK=50%, LF$8)
1.1.3.2Cryptographic modules (min. level 3) (LZ=70%, LK=70%, LF$8)
1.1.3.3Increase digest lengths (LZ=10%, LK=60%, LP=40%)

1.1.4Encryption mode supports integrity

1.1.4.1Cryptographic modules (min. level 2) (LZ=80%, LK=70%, LF98)
1.1.4.2Cryptographic modules (min. level 3) (LZ=80%, LK=80%, L8, M=0.01)
1.1.5Advanced keys distribution (LZ=80%, LK=50%, LP=80%, C=%).0

1.1.6Key usage (LZ=80%, LK=80%, LP=50%)

1.1.7 Compression method supports integrity (LZ=30%, LK=80%=66%, C=0.01)
1.1.8 Audit (LZ=10%, LK=60%, LP=40%, C=0.01, M=0.03)

The leaves are described using the terms from [13].

Fig. 2. The components graph for security service: confidkiyt

2 Confidentiality
2.1 Encryption
2.1.1Key management
2.1.1.1Cryptographic modules (min. level 2) (LZ=80%, LK=70%, LR88, C=0.05,
M=0.01)
2.1.1.2 Cryptographic modules (min. level 3) (LZ=80%, LK=80%, LRg9, C=0.05,
M=0.02)
2.1.2Ports and interfaces of cryptographic modules
2.1.2.1Cryptographic modules (min. level 2) (LZ=70%, LK=50%, LF98)
2.1.2.2Cryptographic modules (min. level 3) (LZ=70%, LK=70%, LF$8)
2.1.3 Specification of cryptographic modules
2.1.3.1Cryptographic modules (min. level 2) (LZ=70%, LK=50%, LF98)
2.1.3.2Cryptographic modules (min. level 3) (LZ=70%, LK=70%, LM98)

2.1.3.3Increase key lengths (LZ=10%, LK=60%, LP=40%)

2.1.4Key generation

2.1.4.1Cryptographic modules (min. level 2) (LZ=80%, LK=70%, LM98)
2.1.4.2Cryptographic modules (min. level 3) (LZ=80%, LK=80%, LF®%8, M=0.01)
2.1.5Advanced keys distribution (LZ=80%, LK=50%, LP=80%, C=2).0

2.1.6Key usage (LZ=80%, LK=80%, LP=50%)

2.1.7 Audit (LZ=10%, LK=60%, LP=40%, C=0.01, M=0.03)

The leaves are described using the terms from [13].
Every leaf is described by the following parameters:

LZ - the assets gained during successful attack on a
given security element (100% = compromising the whole
protocol);

LK - the knowledge needed for an attack (100% =
expert);

LP - the costs needed for an attack (100% = the highest
cost);

C' - the communication steps as an additional possibility
of attack,C € [0/0.1] (0.1 = the highest threat);

M - a practical implementation. The difficulty in imple-
mentation increases the probability of incorrect configura
tion. Error reports are an additional source of information
etc. M € [0/0.1] (0.1 = the highest threat).

Within service we define the additional security parameters

PP - the global assets possible to gain in a given process
PP € [0/0.1] (0.1 = the highest threat);

I - a kind of institution carrying out the information
process. Some of the institutions are of high thréat
[0/0.1] (0.1 = the highest threat);

H - the potential risk for an attacker in the case of iden-
tification. The legal system and punishment of countries
where the process is carried odf. € [0/0.1] (0.1 = a
country with the lowest legal restrictions);

When we determine (by selection of leaves from the graph)
the elements which we want to use for accomplishment of
a given security service, we can compute probability of an
incident occurrenceP. For every selected leaf we compute
P, according to the formulae:

Pp = (1—~(LK (1w )+ LP(1—wp p))) (LZ+(1—LZ)(C+M));

()

P’ =Pp+[5(1-Pp)] 6=(PP+I+H); (3



P = max(P%); (4) j is the number of the step in a given subprotocol,

where: _ . _ 2 is the number of the specific security service,
wrx - the weight defining potential attackers’ lack of =(1,...,0);

preparation in the domain of knowledge; wy; is the weight describing an average cost of losses after a

wrLp - 'Fhe _Weight deﬁning potential attackers’ lack fsuccessful attack on a given serviceg (0,1);

preparation in the domain of costs; L%, is the value of a protection level for a given serviges
wrig +wrp =1 (O 1)-

Pp - the probability of a threat occurrence without con5|dgr|npw is the probability of an attack on a given servide, e
the additionalb parameter

1)'
s
P° - the probability after taking into account the addltlona% is the scalability parameter for security elemenis, e

parameted (0,10)
P - the probability of an incident occurrence for this seryice
within a given step. I1l. SECURITY PROTOCOL OPTIMIZATION TOOL

In this section, we are going to describe briefly Security

After the calculation of probability of incident occurrenc protocol Optimization Tool (SPOT) [15] owing to which one
for all leaves we have to find the leaf which indicates th@an manage the Security level of transmitted data by means
greatest probability (formula 4). This value will have thaim of the cryptographic protocol. The SPOT was based on the
contribution to the global probability of incident occun. adaptable model which was presented in the article [1]. The
The additional parameters are described in the article [1]. main aim of the adaptable model is calculating the versions

of a given protocol which accomplished its functionality
on different protection levels. The management system can

The impact of a successful attack is the second parameiglitch between the calculated versions of the protocol.
(besidesP) associated with risk. We calculate it, as previously,

for each service in each step. We use for calculation the
direct and indirect parameters presented below.

The direct parameters:

LZ - the assets gained during a successful attack on given
security elements (100% is the compromise of the whole

prOtOCOD;_ . . . ‘ VISUALIZATION MODULE ‘GUI ‘
F - the financial losses during a successful attack on given

security elements (100% is the total financial loss).

C. The impact of a successful attack) (

OUTPUT DATA

OPTIMIZATION MODULE ‘ GUI ‘

RAW DATA

CORE

The indirect parameters:

a - the necessary financial costs for repairing the damages A“tohf;gg: \ klﬂszr t

done during a successful attack (100% is the maximal cost); oce

8 - the losses of the value of the company shares or the ‘
|

‘ PRESENTATION MODULE ‘ GUI ‘

company reputation (100% is the maximal market loss). SPOT
=
Impact of an attack is calculated by the formula: ﬁ INPUT DATA
Lz . .
w= (F + B+ a) (5) Fig. 3. The architecture of the SPOT
3
D. Security level £s)
The global security level expresses the security of the /hol
cryptographic protocol. We calculate this factor accogdia .
the formula: A. The architecture of the SPOT
The SPOT architecture is presented in Fig. 3. The archi-
11 Z o tecture is based on the four main modules: the presentation
~ Z b, Z wii)1=Pjars)l (6) module, core module, optimization module and visualizatio
7=1 module. The SPOT can work in two modes the "automatic
where: mode” and the "user mode”. In Fig. 3 the automatic mode
Fs is the security level accomplished by a given version d@ivhite arrows) is separated from the user mode (black ajrows
the cryptographic protocok’s € (0,1) by the dashed line. In the automatic mode the SPOT is
1 is the number of the subprotocol in a given protocaol, controlled by the configuration files where the details about

1=(1,...,a); the cryptographic protocol and required quality of pratact



are defined. This mode is fully automatic and the results are  be easily used by other security application employed in
generated without any interaction with the expert. The SPOT  a given architecture.

in this mode is the soft real-time system [11] so the SPOT
response time is important but not critical for the system.
In the user mode the SPOT can be configured by means ofn this article we would like to focus on applying the adapt-
the graphic interface. This mode is not automatic and eveaple model [1] to the real-time systems which estimates the
operation must be defined manually by the expert. Detaitsnditions providing the guarantees of achieving avdlilstmf
about the SPOT application can be found in the article [18he goal of the cryptographic protocol. We chose the stregmi
In the next sections we will present the goals obtained by thidleo as the service which must be accomplished in real

IV. SECURE STREAMING VIDEO

SPOT and features of this application. time. Video conferences have different character and some
of them can be made only if the appropriate security level is
B. Goals obtained by the SPOT guaranteed. In these groups one can enumerate: militageusa

. . . ' . management meetings from different branches or consuitati
1) Introducing the tool which will prepare the configuration, . . . . )

. : ... during medical operation. These kinds of video conferences
of cryptographic protocol according to the specific re-

: : ; are mainly made as a tunnelling of VPN transmission. The
guirements. The protocol configuration must be preparée . . . .
tsage of security mechanisms during secure VPN transmissio

in an automatic way when no user interaction is neede L .
: ) N . . influences the host efficiency which exchanges the data. The
This goal gives the possibility to introduce the qualit T . .
2 ) verestimation of security mechanisms can cause that tiae da
of protection in the soft real time systems.

2) Visualize the adaptable model of security [1]. The todjrocessing will influence the quality of video signal. In man

allows the users to select interactively the data to 4gal—t_|me.syst_ems, the loss of signal quality ex_cludessmge..
. . . In this situation on can reduce the protection level which
displayed in a friendly way. The adaptable model is

) . . ill increase host efficiency and as a result it increases the
complex so creating and analyzing the protocols withou . : . o
: e . ; Signal quality. Unfortunately, we can imagine the situatio
a friendly tool is difficult and time-consuming.

: . . when we can not decrease the data protection during video
3) Parallel comparison (with all features given by the : . N
model) of the versions of the protocol Streaming and then the signal quality is not acceptablendh t

4) The ability to analyze performance data in charts. It Issltuatlon the Video transmission must be stopped and then

verv heloful to see how elements of the protocol behalle €an say that the quality of services called availability o
very heip ) ; P Re goal of the protocol is not guaranteed. In the article we
In current configuration of the protocol. would like to present the methodology of calculating difietr
5) Help to plan, review, maintain and understand logic_ . P ) 9y . g ck
y ' versions of the protocol which guarantees different pitidec
structure of the protocol. We can study protocols and .| hat th ired ity level f
make changes easily in their configurations cvess. We assume that the require secun.ty evel for VPN
’ onnection depends on security of informatics infrastrrect

6) JAVAwas used to implement the SPOT and we OIIStrIbuFreom which the connection is made. We can imagine that the

g]rfj ?eiillgo??aeblgac;kage’ soitis platform-mdependeQ}PN connectio_n is made from not trust_ed environment and

' then the security must be on a very high level. When the
peers which take part in the video conference connect from
C. Features of the SPOT different environments which have different levels of trisis

1) Getting the results is very fast and simple. the highest requirements must be selected. We assume that

2) The choice of actually having available graph noddhree security requirement levels will be definémly, medium
in the presentation module usage stage influences vamnyd high. The first version, nametbw, is prepared for the
much P4 and results inF,. The prediction of the scenario for the party that is trusted. The second version,
influence of the particular graph nodes is a difficult issueamedmedium transmits the data from the unknown party
In the presentation module we can easily get a list @fhere one can not define the trust level. The third version,
all possible choices and parametefs {;,LZ) and the namedhigh, is prepared for the scenario when connection is
correlations between them. made with the set which has the status: no trust.

3) SPOT provides visualization for the results. For each Among VPN technologies one can point to the TLS tun-
computation ofF;, SPOT automatically creates appronelling as the p2p data transmission. In the article we study
priate charts and imposes them on the previous chatfse video streaming as the real-time application which &l
It can help see how changing the parameters affegisotected by the TLS tunnelling. The security mechanisms in
the results. We can easily compare the versions of ttiee TLS protocol can be configured in different ways. During
protocol. the transmission one can ensure confidentiality of the data

4) After creating the logic of protocol by an expert, he cahy means of different symmetric ciphers, it could be [14]:
write this to file. It is very useful because configuratio®des-cbc, blowfish-cbc, aes128-cbc, aes192-cbc, aetit56-c
can be loaded from file. A File’s format is XML andaes128-ctr, aes192-ctr, aes256-ctr,cast128-cbc, arcéoo-
this is a well known international standard. Owing to théour128, arcfour256, cast128-cbc. The connections ifttegr
usage of XML international standard, the output data caatcomplished by means of different hmac functions and it can



. TABLE 11
be [14]: hmac-md5, hmac-shal, umac-64, hmac-ripemd160se ectep SECURITY SERVICES FOR THE STEPS OF THE PROTOCOL

The transmitted data can be protected by the TLS protocol

with different combinations of symmetric cipher and hmac Steps of thesf:;’plmtoco'
functions. . . Security | YES

In the article we use adaptable model [1] to calculate differ services [ C YES
ent versions of the TLS protocol. We use SPOT applications Au NO

. . . . . TABLE T
owing to which we can easily prepare different versions of sg ectep secuRITY MECHANISMS FOR THE SECURITY SERVICES

the protocol. The SPOT is used in the user mode so in the

first step we apply the presentation module. In this module Steps of the subprotocol
. . Step 1 - Version 1 - Tow
we define all parameters for the particular protocol. Security |1 1
. . . services | C 1
A. Presentation module : configuration stage Step 1 - Version 2 - medium
: . : | 13
In this step we prepare the table of security mechanism, c T

graphs of security and steps of the protocol. The table of Step 1 - Version 3 - high
security mechanisms for the TLS protocol is presented in 13

section 2.1, Table 1. After this operation we define the 13

graphs of security. The TLS protocol guarantees three main

security services: integrity of data, confidentiality otaland
authentication of the parties of protocol. Two securitypis
for the TLS protocol is presented in the section 2.2 (Figs.glraph'

0O —

Also, we set”Z equal 1. TheLZ parameter is taken from the

and 2). These graphs refer to the integrity and confidetytiali TABLE IV

of the data. PARAMETERS FOR THE BASIC VERSION OFTLS PROTOCOL
In the last operation we define the steps of the optimized

protocol. The data transmission is started by the TLS hand- c ('327 025 0%5 ogs

shake protocol. The goals of the TLS Handshake Protocol [ |07 0065] 0.95] 0.95
are: authenticate the server to the client and the clienhéo t

server, set cryptographic keys and an encryption algorithmj, the next step we determine the paths of the security
by negotiation. These actions are performed only once durigraphs, The path estimation is crucial because in the model
video streaming tunnelled by TLS so its influence to the dlobgis choice determines the probability of incident occoce
efficiency is minimal. That is why during further study werpe selection will be different for three defined versionshaf
would consider only one step in which the data is transmitte&otocoL The main distinction relates to the selected scu
B. Presentation module : usage stage mechanisms because it determines the possible graph paths t
) ] . choose. The choices for three versions of the protocol di&fine
In the first step of usage stage , we determine which securiyine article are presented in Table 5.
services are required for single steps of a given protoedl. | rhe selection of specific graph path does not refer to any
the article we chose the security services which are preden{,qific security mechanisms. The graph leavers are describ
in Table 2. “YES” in the table means that appropriate serviggy, the notion introduced by the international standards as
is accomplished in a given step, and “NO” means that servigg,se created by the NIST or ISO/IEC organizations. In our
is not made. As we mentioned above, during streaming Vidgoample, the notion is taken from FIPS PUB140-2 [13] and
we simulate only one step, and in this step we require enguriffis description refers to the group of security mechanisms
confidentiality and integrity of data. . which guarantees defined requirements. The specific sgcurit
Next we assign security mechanisms which are accolyyorithms and security procedure must be defined manually
plished security services chosen before. In our case, |9pcu5y the security expert. After the analyses we assign theifapec

mechanisms possible to be selected are presented in Tallg ity parameters to the requirements defined in theisgcur
1. We present the selection of mechanisms which perform

appropriate security service in Table 3. The numbers in this
table identify the mechanisms according to Table 1.
In the next step, the value of other model parameters must be

TABLE V
SELECTED PATHS FOR THE SECURITY GRAPHS

defined. The first one is the impact of successful attack. e ca Steps of the subprotocol
define these parameters when we assume the communication Step 1 - Version 1 - fow
i hat th t crucial data is exchanged Paths of 1 | s

scenario. We assume that the most crucial data is ex g the security [ C 131
and compromising the required security services can lead to graphs Step 1 - Version 2 - medium
the fundamental losses in the organization. We define three ' 11.32 1.1.33

: f th L b it th ot C 21372
versions of the protocol, but we transmit the same type af dat realize Step T Version 3~ igh
in each version. According to our communication scenario fo I 1132 1133
the parameter§’ a, 3 we set the values presented in Table 4. c 21322133 215




TABLE VI

graph. The selection is presented in Table 6. In the firsiaers THE HOST PARAMETERS
we choose the RC2-CBC algorithm and MD5 hash function. In
the second version we select the strongest symmetric tigori CPU |H FiAlM | network connection
. . . oS
(DEC—CBC) and _hash function with the Ionge_st dlges_t (SHA_l). el Celeron 2GHz 515 VB Wit TIMBTS
In the third version we select the symmetric algorithm with 128KB cache (IEEE 802.11b)
the key 3DES-CBC longer than that selected in the second Host 2
version Intel Celeron M 1.46GHz| 512 MB Wifi 54Mbit/s
’ 1MB cache (IEEE 802.119)
TABLE VI
SELECTION OF THE SPECIFIC SECURITY MECHANISMS
TABLE IX
Ciphers THE VIDEO CONFERENCE QUALITY REQUIREMENTS
Version 1 - low
RC2-CBC + MD5 video streaming (from one site)
Cache size 320KB
Version 2 - medium Video resolution 640x352
DES-CBC + SHA1 Audio 4800 Hz, 2 channels, 128Kb/s
Video Bitrate 1792 Kb/s
Version 3 - high Audio Bitrate 128 Kb/s
3DES-CBC + SHAL Global Bitrate 1920Kb/s (240KB/s)

After the path selection from the security graph, we can _ .
compute the main parameters defined in the model and finaMjll be accomplished by the TLS tunneling. The VPN con-
the global security levelFs. The results are presented innection was made by the OpenVPN software and audio/video

Table 7, wherev is the impact of successful attack, is the streaming was achieved by the VLC application. In the test we
probability of incident occurrence anfi? is the protection would like to check how the security mechanism influences the
level. During the analyses of Table 7 we can see that the plog#ficiency of the peers during the video teleconference. The
security levelFy increases in conjunction with modificationhost efficiency is the main factor which refers to the quality
of security algorithms. The adaptation of different vensio of the audio/video streaming. The video teleconference was
of the same protocol can be the solution of changeable triid@de by two peers whose parameters are presented in Table 8.
level of teleinformatics environment from which the peer§hese hosts simulate the mobile devices which are connected
make the VPN connections. Now is worth asking the questié® each other by the wireless network.

how the increase of security mechanisms level influences thedther parameters which must be defined are the video
peers efficiency which must process the data transferred diyeaming parameters. In Table 9 the requirements for the
the VPN connection? In the next section we present the caggalyzed video conference are presented.

study of VPN data transmission which will be accomplished
by the security algorithms selected in this section and rkee
versions 1(low) , 2(medium) and 3(high). These results ipkv

the answer to the question asked above. We checked the speed of transmitting the data in the video

conference which was secured by the VPN connection. The
V. CASE STUDY - VIDEO STREAMING results are presented in Table 10. The required quality ®f th

In this section, we would like to present the case study Yid€0 conference can be guaranteed only if we can transmit
audio/video streaming as the real-time service. This telec 240KB/s and simultaneously receive the same amount of data.

ference will be protected by the VPN data transmission whidi'€ transfer the required level (480KB/s) is guaranteed by
the first version of the protocol (low). For the second varsio
(medium) it is equal to the required bit rate. The third vensi
of the protocol, which accomplished the VPN connection on
the high level, can not make the video conference of the
P [ w [L required quality.
Version - low

TABLE VI
THE FINAL RESULTS

I 0.2457] 0.618] 0.6
C | 0245] 0.665| 0.6
Fg 0.1623 TABLE X
Version - medium THE BIT RATE OF VPN CONNECTIONS
I 0.150 | 0.618] 0.8
C 0.175] 0.665| 0.6 Version 1 - low
Fg 0.2127 Bit rate | 501KB/s
Version - high Version 2 - medium
I 0.150 | 0.618] 0.8 Bit rate | 480KB/s
C 0.150 | 0.665| 0.9 Version 3 - high
Fg 0.2580 Bit rate | 453KB/s




VI. CONCLUSIONS [14]

In the article we present the QoP methodology whichs5]
estimates the version of the cryptographic protocol which
ensures the availability of its goals. The secure videctale
ference is analyzed as the example of real-time applicafifen
show that overestimation of security mechanisms during dat
transmission leads to the decreasing efficiency of the dsvic
from which the transmission is accomplished. In the article
we apply the adaptable model [1] owing to which one can
calculate different security versions of the same cry@pbic
protocol. Different versions of video teleconferenceschiare
tunnelled by the VPN connection are presented. We created
three versions of the TLS protocol which are designed for
different environments with three levels of trust. Finallye
prepared the case study, in which we checked the performance
of peers accomplishing the secure video conference by means
of VPN connections tunnelled by the previously calculated
TLS protocol. The results confirm that if we use strong
algorithm, we may not be able to guarantee the quality of
the transmitted signal and as a result we can not achieve the
availability of goal of the cryptographic protocol. In suchses
we have to balance between the quality of the signal and the
guaranteed protection level. The methodology proposeuisn t
paper makes it possible to obtain such a balance.
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